
 
E M A I L  U S A G E  P O L I C Y  

I T S - 0 0 3  

Page 1 of 6 

I N F O R M A T I O N  T E C H N O L O G Y  S E R V I C E S  D E P A R T M E N T  

DIRE CT IVE  NO ITS-003 
TIT LE EMAIL  USAGE  POLI CY  
ISSUE  DAT E NOVE MBE R 14T H, 2013 
APPROVE D BY INFORMAT ION TE CHNOLOGY  SE RVICE S STE ERING COMMIT T EE 

(CFO, COO, ITS DIRE CT OR, AUDIT OR GENE RAL) 
DIST RIBUT ION ALL  EMPLOY E E S 

 

1 .  S T A T E M E N T  O F  P O L I C Y  
Al l  Ci ty  of  Detroi t  emai l  users wil l  adhere to the guidel ines descr ibed in the Policy 
Provisions sect ion of  this policy.   This pol icy appl ies to any emai l  message that  i s  
created or received by users of the Ci ty  of Detroi t  e lectronic mail  (email )  service.  
Users of  the Ci ty  of Detroi t email  are  employees or business partners ( i .e . 
contractors or  vendors)  who have been i ssued a Ci ty  of  Detroi t  email  address. 

2 .  P U R P O S E  
This pol icy  i s  intended for  al l  Ci ty  of  Detroi t emai l  users.   Ci ty  of  Detroi t ’s  ITS  
Department i s  committed to protect ing  the integr i ty,  conf idential i ty and avai labi l i ty 
of  Ci ty’s data and information assets.   This pol icy descr ibes the responsibi l i ties of 
the emai l  users’  for  the proper  use of  Ci ty  email  service and potential  consequences 
for  fa i l ing  to abide by these rules.   This pol icy c lar i f ies and ensures users are aware 
of  what the Ci ty  deems to be acceptable and unacceptable  use of emai l .   I t  informs 
users that  by using the Ci ty of Detroi t emai l  service the user agrees to comply with 
this pol icy  and waives any r ight  of  pr ivacy in any emai l  they create, send, or  receive 
using  the Ci ty  of Detroi t emai l ,  or store in the Ci ty  of  Detroi t  emai l  system.   I t p laces 
users on notice that  the Ci ty of Detroi t can and may monitor use of emai l  without 
pr ior  notif icat ion, and that  the Ci ty  of Detroi t  reserves the r ight to take disc ipl inary 
act ion, inc luding termination or  legal  act ion for fa i l ing  to adhere to this pol icy. 

3 .  P O L I C Y  P R O V I S I O N S  

G E N E R A L  
1.  The fol lowing activ i t ies are prohibi ted by pol icy:  

•  Sending email  that  i s  int imidating  or harassing.  

•  Using email  for conducting personal  business 

•  Using email  for purposes of  pol i t ical  lobbying or campaigning 

•  Violat ing  copyr ight  laws by inappropr iately  distributing  protected works 
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•  Posing as anyone other  than onesel f  when sending emai l ,  except when 
author ized to send messages for another when serving  in an administrat ive 
support  role  

•  The use of  unauthor ized e-mai l  software 

2.  The fol lowing act iv i t ies are prohibi ted because they impede the funct ioning of 
network communicat ions and the ef f ic ient  operat ions of  e lectronic  mai l  systems: 

•  Sending or  forwarding chain letters 

•  Sending unsol ic i ted messages to large groups except as required to conduct  
agency business 

•  Sending excessively  large messages 

3.  Al l  user  act iv i ty  on Ci ty  of  Detroi t  Information Technology System asset s i s  
subject  to logging and review. 

4.  E lectronic  mai l  users must  not g ive the impression that  they are representing, 
g iv ing  opinions, or  otherwise making statements on behal f  of  Ci ty  of Detroi t  or 
any uni t  of  the Ci ty  of Detroi t unless appropr iately  author ized (explic i t ly or 
impl ic i t ly) to do so.  Where appropr iate, an expl ic i t  d isc laimer  wil l  be inc luded 
unless i t  i s  c lear  from the context  that  the author  i s  not  representing the Ci ty  of 
Detroi t .  An example of a  simple disc laimer i s: "the opinions expressed are my 
own, and not necessar i ly  those of  my employer ."  

5.  Indiv iduals must  not send, forward or receive conf idential  or sensi t ive Ci ty  of 
Detroi t  data and information through non-Ci ty  of  Detroi t email  accounts.  
Examples of non-Ci ty  of Detroi t emai l  accounts inc lude, but are not l imited to, 
Hotmai l ,  Comcast,  Yaho o mai l ,  Gmail ,  AOL mai l ,  and emai l  provided by other 
Internet Service Providers (ISP) .  

6.  Indiv iduals must  not send, forward, receive or  store conf idential  or sensi t ive 
Ci ty  of  Detroi t  information and data ut i l iz ing non-Ci ty  of  Detroi t  accredi ted 
mobi le devices.  Examples of mobi le  devices inc lude, but  are not l imited to, 
Personal  Data Assistants ,  two-way pagers and cel lu lar  telephones.  

7.  Emai l storage size shal l  not exceed 2 g igabytes of  data. When such l imit  i s  
reached indiv idual  users are informed of i t  3 number  of  times and asked to 
archive the emai ls and make room.  I f  archival  i s  not  done within 3 number  of 
warnings user ’s emai l  traf fic  i s  b locked and wi ll  be forced to archive the emai ls 
and make room.   For  quest ions,  contact  the ITS helpdesk at  313-628-HELP 

8.  Encryption-  Ci ty  of  Detroi t  reserves the right  to use an encryption tool  for  a l l  
external  emai l  transmission 

9.  City  of  Detroi t  reserves r ight  to monitor  and report  a l l  the email  act iv i ty  of  a l l  
employees 
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10.  City  of  Detroi t  conduct Emai l  invest igat ion as legal ly  required (currently ITS uses 
Nexic) 

P R O H I B I T E D  
11.  Any purpose that  v iolates a federal  or Ci ty government law, code or  policy,  

standard or  procedure  

12.  The advert ising  or  other  promotion of  any pr ivate business enterpr ise  or  activ i ty 

13.  Transmission or  sol ic i tat ion of  information or  statements that  contain profane  
language, pander to bigotry,  sexism, or other forms of prohibi ted discr imination, 
or  can in any way be construed as intending to harass or  threaten another  
indiv idual ,  sexual ly  or  otherwise 

14.  Any act iv i ty  with re l ig ious or  pol i t ical  purposes outside the scope of  the user ' s  
assigned and author ized governmental duties  

15.  Any unauthor ized purchase  

16.  Sending emai l  under  names or addresses other  than the employee's own 
off ic ia l ly designated Ci ty  government email  address  

17.  Adding, removing, or  modi fy ing  identi fying network header  information 
("spoof ing")  in an ef fort to deceive or  mislead rec ipients  

18.  Opening any "executable"  emai l  attachments (e.g . ,  .exe, .bat,  . scr ,  .vbs)  f rom 
any source  

19.  Sending or  forwarding "chain"  letters,  i .e . ,  those that  ask the receiver to 
forward the message to mult iple  rec ipients  

20.  Sending any attachment fi les larger than 10 megabytes (MB)   

21.  Shar ing  organized Ci ty  emai l  l i sts with any person outside the Ci ty,  except as 
required by the Freedom of Information Act,  subpoena, or  other compulsory 
process  

22.  Sett ing  emai l correspondence to forward automatical ly  to an outside (non-Ci ty) 
address  

23.  "Broadcast"  emai ls that  do not meet the "broadcast"  emai l  requirements above  

24.  Disruption, obstruct ion, or  burden of  network resources  

25.  The intentional  or  negligent introduction of  computer  v i ruses (or  other malic ious 
code)  into any Ci ty of  Detroi t  systems 

26.  Transmission of  sensi t ive (e.g. ,  conf idential ) data and information unless 
protected by an approved encryption mode.  This type of  information includes:  

•  PI I  - Personal ly  Identi fiable  Information 

•  PHI  –  Protected Health Information 



 
E M A I L  U S A G E  P O L I C Y  

I T S - 0 0 3  

Page 4 of 6 

I N F O R M A T I O N  T E C H N O L O G Y  S E R V I C E S  D E P A R T M E N T  

•  FTI  –  Federal  Tax Information 

I N S T A N T  M E S S A G I N G  
27.  Employees, vendors or  business partners  are prohibi ted from downloading and 

using  personal ,  consumer-grade IM ( Instant Messaging)  software (e.g. ,  AOL 
Instant Messenger ,  Yahoo! ,  or  MSN)  to transmit  messages v ia  the publ ic Internet 

28.  Al l  IM communicat ions,  data and information transmitted, received, or  archived 
in the c i ty ’s IM system belong to the company 

29.  Employees have no reasonable expectat ion of  pr ivacy when using  the c i ty ’s IM 
system.  The c i ty  reserves the r ight  to monitor ,  access,  and di sc lose al l  employee 
IM communicat ions 

30.  The IM system is intended for business use only.  Employees, vendors or business 
partners are prohibi ted from wast ing  computer  resources,  col leagues t ime, or 
their  own t ime sending personal  instant messages or  engaging in unnecessary 
chat  re lated to business 

31.  Treat  IM messages as bu siness records that  may be retained and used as  
evidence in l i t igat ion, audits,  and invest igat ions 

32.  Always use professional  and appropr iate language in al l  instant messages.  
Employees are prohibi ted from sending abusive, harassing, threatening,  
menacing, discr iminatory,  pornographic ,  d isrespectful ,  or  otherwise offensive 
instant messages  

33.  Employees are prohibi ted from sending jokes,  rumors,  gossip,  or  unsub stantiated  
opinions v ia  IM.  These communicat ions,  which often contain object ionable 
mater ial ,  are easi ly  misconstrued when communicated electronical ly 

34.  Employees may not use IM to transmit conf idential ,  propr ietary,  personal ,  or 
potential ly  embarrassing  data and information about the company, employees,  
c l ients,  business assoc iates,  or  other  thi rd part ies 

35.  Employees may not share conf idential , propr ietary,  or  potentially  embarrassing 
business-re lated or  personal  IM with the media,  prospect ive employers,  or  other 
thi rd part ies. 

4 .  P O L I C Y  N O N - C O M P L I A N C E  
Non-Compl iance of  this policy  may resul t  in  any or  al l  of the following: 

1.  Violators may be prosecuted under the laws appl icable  in  the U.S. 

2.  Violat ion of  Ci ty  of Detroi t ’s  code of conduct. 

3.  Potential  d isc iplinary act ions. 

4.  Termination of  al l  network access and IT services by the ITS Department. 
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5 .  E X C E P T I O N S  
The ITS Steer ing  Committee and Ci ty of  Detroit  Corporat ion Counsel  must  approve 
any exceptions to this pol icy. 

6 .  A D D I T I O N A L  E M A I L  S E C U R I T Y  I N F O R M A T I O N  

M A L I C I O U S  C O D E  W A R N I N G  
Attachments to e-mai ls  are a common method of  distr ibution of  mal ic ious code.   E -
mai l  i s  inherently  insecure due to i ts use of  SMTP, a  plain text- forwarding protocol ,  
and i ts lack of  strong authenticat ion of  messa ge senders.  The source of  an e-mai l  
address can be easi ly  spoofed or  falsi f ied as someone that  you trust .  Often, this 
a lone i s  enough to tr ick a  rec ipient  into opening an attachment.   If  you receive an 
attachment and need to determine i f  i t  i s  legi t imate, you st i l l  need to ver i fy  i t  before 
opening i t.  Here are steps you can use to help you dec ide what to do with every 
emai l  message with an attachment that  you receive.  You should only  read a message 
that  passes al l  of  these tests.   

The KNOW  test  

I s  the email  from someone that  you know?  

The RE CE IVE D  test 

Have you received emai l  f rom this sender  before?  

The EXPE CT  test  

Were you expect ing emai l  with an attachment f rom this sender?  

The SE NSE  test  

Does emai l  f rom the sender  with the contents as descr ibed in the Subject  l ine 
and the name of the attachment(s)  make sense?  

The VIR US  test  

Does this emai l  contain a vi rus?  

You should apply  these f ive test s –  KRESV  –  to every piece of  emai l  with an 
attachment that  you receive.  I f any test  fa i l s,  toss that  emai l .  I f  they al l  pass,  then  
you st i l l  need to exerc ise  care and watch for unexpected resul ts as you read i t.   

Now, g iven the KRESV  tests,  imagine that  you want to send emai l with an 
attachment to someone with whom you’ve never  corresponded – what should you 
do? Here’s a  set  of  steps to fol low to begin an emai l  dialogue with someone.  

S ince the rec ipient  doesn’t  a l ready KNOW  you, you need to send them an 
introductory emai l .  I t must  not contain an attachment. Basical ly ,  you’re  introducing 
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yoursel f  and asking  their  permission to send emai l  with an attachment that  they may 
otherwise be suspic ious of .  Tell  them who you are, what you’d l ike  to do, and ask for  
permission to continue.  

This introductory email  qual i fies as the mai l  RE CE IVE D  from you.  

Hopeful ly ,  they’l l  respond; and i f  they do, hono r  their  wishes.   I f  they choose not to  
receive email  with an attachment from you, don’t  send one.   I f  you never hear  from 
them, try  your  introductory emai l one more time.   

I f  they accept your of fer to receive emai l with an attachment, send i t of f .  They wi l l  

KNOW  you and wil l  have RE CE IVE D email  f rom you before. They wi l l  a l so EXPE CT  this 
emai l  with an attachment, so you’ve sat isf ied the f i rst three requirements of  the 

KRESV  test s.   

Whatever  you send should make SE NSE  to them. Don’t  use a provocative Subject  l ine 
or  any other  soc ial engineer ing pract ice to encourage them to read your  emai l.   

Check the attachments for  VIR US.  This i s  again based on having v irus-checking 
programs,  

The KRESV  tests help you focus on the most  important i ssues when sending and  
receiv ing emai l with attachments.  Use i t every t ime you send emai l ,  but  be aware 
that  there i s  no ful l  proof scheme for  working with emai l ,  or securi ty  in general .  You 
st i l l  need to exerc ise  care.  While  an anti -vi rus program alerts you to many vi ruses 
that  may f ind their  way to your  computer ,  there wi l l  a lways be a lag  between when a 
v i rus i s  d iscovered and when anti -v i rus program vendors provide the new vi rus 
signature.  This means that  you shouldn’t  re ly enti re ly on your anti -v irus programs.  
You must continue to exercise  care when reading email .   

V i rus warning:   Emai l  containing  warnings about v i rus or  malware.  The overwhelming 
major i ty  of  these emai ls turn out to be a hoax and contain bogus information usual ly 
intent only on fr ightening or misleading users.   Act ion to take i s  contact your 
manager  or the Ci ty  of Detroi t Help Desk and assistance wi l l  be suppl ied 

 


